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[bookmark: _Toc447638821] Parties, Scope and Purpose   
[bookmark: _Toc447638822]Name and details of the parties who agree to share information

	Legal name of parties to DSA

	

	


[bookmark: _Toc447638823]Business and legislative drivers. 
Purpose of the information sharing

	Purpose description
	Primary or secondary purpose

	
	



	Indicate how the data controllers will decide upon changes in the purposes of the sharing
	Jointly or independently

	
	


Legal basis for the processing and constraints  

	If sharing personal data:

	Under the General Data Protection Regulations from 25 May 2018:

	

	



[bookmark: _Toc447638824]Description of the information to be shared

	Data category 
	Data Controller status
	PD* / SPD*

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


(*) PD – Personal Data as defined within the Data Protection Act 2018 (s.1(1)(e)(a)).
(*)  SPD – Sensitive Personal Data as defined within the Data Protection Act 2018 (s.2).
The parties agree this is the minimum amount of data needed to properly fulfil the purposes of this agreement.
[bookmark: _Toc447638825]Description and manner of information sharing
[bookmark: _Toc447638826][bookmark: _Toc447638827]Data flows 
How data/information is to be accessed, processed and used

	Data use description
	Associated work instructions, policy or procedure If applicable

	
	Policies:
· Board local policies on Information Governance and Security 
· Confidentiality policy
· Safe email transmission

	
	

	
	

	
	

	
	



[bookmark: _Toc447638828]Impact assessments and preparatory work
Data Protection Impact Assessment completed and approved……
[bookmark: _Toc447638829]Actions and countermeasures agreed from the impact assessment and preparatory work.
staff trained in mandatory Information Governance training.

The appropriate actions and countermeasures will be put in place, as identified by Data Protection Impact Assessment and the Information Risk Assessment. 
[bookmark: _Toc447638830]Fair processing

[bookmark: _Toc447638831]List of relevant Fair Processing Notice(s)
[bookmark: _Toc447638832]NHS Lothian Data Privacy Notice link: https://www.nhslothian.scot.nhs.uk/YourRights/DataProtection/Pages/default.aspx
Impact on people interests

	Impact description
	 Control measure

	
	

	
	

	
	

	
	


[bookmark: _Toc447638833]Consent decisions
Consent will be obtained……
· [bookmark: _Hlk505954928]For the purposes of this data sharing agreement consent will be required from data subjects.
· Section 1.2.2 of the DSA details the legal basis 
· If there is a significant change in the use of information…

[bookmark: _Toc447638834]Accuracy of the information
[bookmark: _Toc447638835]Agreed steps to ensure the accuracy of any data shared.
· Everyone sharing data under this agreement is responsible for the quality of the data they are sharing.

[bookmark: _Toc447638836]Agreed arrangements for any challenges to the accuracy of information
· If a complaint is received about the accuracy of personal data which affects datasets shared with partners in this agreement, an updated replacement dataset will be communicated to the partners.  The partners will replace the out of date data with the revised data.

[bookmark: _Toc447638837]Data retention
[bookmark: _Toc447638838]Retention periods and purpose.
· Partners to this agreement undertake that information shared under the agreement will only be used for the specific purpose for which it was shared, in line with this agreement.  It must not be shared for any other purpose outside of this agreement.
· In each case, the originating organisation remains the primary information owner and record keeper for the information that is shared.  
· The retention period for the information shared will be in line with local Board policies and procedures and the NHS Scotland Code of Practice for Records Management.
· The recipient will not release the information to any third party without obtaining the express written authority of the partner who provided the information.

[bookmark: _Toc447638839]Secure disposal of information
· The following destruction processes will be used when the information is no longer required:
Confidentially and securely destroyed in line with local Board’s policies and      procedures.
· Electronic files will be data cleansed on an annual basis in line with local Board’s policies and procedures; During the annual data cleansing process information held will be audited and deleted if no longer required to be maintained in line with Data Protection legislation compliance.

[bookmark: _Toc447638840]The rights of individuals
[bookmark: _Toc447638841]Subject access request, FOIs and Objection to processing

Freedom of Information (Scotland) Act – Information Requests
All the Parties are Scottish public authorities for purposes of the Freedom of Information (Scotland) Act 2002 and must respond to any request for recorded information made to them in a permanent form (such as letter or email). This would include an obligation to respond to requests about information sharing practices and procedures such as the arrangements under this Protocol. It should be noted that the actual personal information exchanged between the Parties will, in almost every case, itself be exempt from disclosure under the freedom of information legislation. 
Any request for information submitted to either organisation will be processed under the organisations existing FOISA handling procedures, passing up through the organisations internal review process where appropriate.

Data Protection Act – Objection to processing
Individuals can object where the use of their personal data is causing them substantial, unwarranted damage or distress. This can be an objection to a specific use of information about them or to the fact that either or both parties hold any information at all on that individual. 
If this objection is put in writing by the individual (often referred to as a ‘section 10 notice’) then the party receiving it is obliged to reply in writing within 21 days. This reply should either confirm that the party intends to comply with the request to stop processing data in the manner specified and the timescale within which this will be done, or should confirm that they find the request unreasonable and do not intend to comply, in which case they must state reasons. 
 The parties each agree to have in place procedures to deal with such requests. 
A person who wishes each of the parties to cease processing information held on them must be advised that this can only be done by submitting separate written notifications, one addressed to each Party.

Under GDPR; 
Art. 15 GDPR Right of access by the data subject
1. The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or her are being processed, and, where that is the case, access to the personal data and the following information: 
1. the purposes of the processing;
2. the categories of personal data concerned;
3. the recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular recipients in third countries or international organisations;
4. where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used to determine that period;
5. the existence of the right to request from the controller rectification or erasure of personal data or restriction of processing of personal data concerning the data subject or to object to such processing;
6. the right to lodge a complaint with a supervisory authority;
7. where the personal data are not collected from the data subject, any available information as to their source;
8. the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.
2. Where personal data are transferred to a third country or to an international organisation, the data subject shall have the right to be informed of the appropriate safeguards pursuant to Article 46 relating to the transfer.
3. The controller shall provide a copy of the personal data undergoing processing. For any further copies requested by the data subject, the controller may charge a reasonable fee based on administrative costs. Where the data subject makes the request by electronic means, and unless otherwise requested by the data subject, the information shall be provided in a commonly used electronic form.
4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and freedoms of others.
Art. 16 GDPR Right to rectification
The data subject shall have the right to obtain from the controller without undue delay the rectification of inaccurate personal data concerning him or her. Taking into account the purposes of the processing, the data subject shall have the right to have incomplete personal data completed, including by means of providing a supplementary statement.
Art. 21 GDPR Right to object
1. The data subject shall have the right to object, on grounds relating to his or her particular situation, at any time to processing of personal data concerning him or her which is based on point (e) or (f) of Article 6(1), including profiling based on those provisions. The controller shall no longer process the personal data unless the controller demonstrates compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims.
2. Where personal data are processed for direct marketing purposes, the data subject shall have the right to object at any time to processing of personal data concerning him or her for such marketing, which includes profiling to the extent that it is related to such direct marketing.
3. Where the data subject objects to processing for direct marketing purposes, the personal data shall no longer be processed for such purposes.
4. At the latest at the time of the first communication with the data subject, the right referred to in paragraphs 1 and 2 shall be explicitly brought to the attention of the data subject and shall be presented clearly and separately from any other information.
5. In the context of the use of information society services, and notwithstanding Directive 2002/58/EC, the data subject may exercise his or her right to object by automated means using technical specifications.
6. Where personal data are processed for scientific or historical research purposes or statistical purposes pursuant to Article 89(1), the data subject, on grounds relating to his or her particular situation, shall have the right to object to processing of personal data concerning him or her, unless the processing is necessary for the performance of a task carried out for reasons of public interest.

[bookmark: _Toc447638842]Direct Marketing
 Direct marketing is not involved in this agreement. 
[bookmark: _Toc447638843]Automated decisions
No automated decisions are involved in this agreement – in the context of this agreement, “Automated decisions” refer to decisions made using shared information with no human intervention.

[bookmark: _Toc447638844]Security 
· only authorised individuals can access, alter, disclose or destroy data. This is achieved through the following work instructions, policies and procedures (Appendix 1): Security Policy, Information Governance Policy link below. 

· authorised individuals act only within the scope of their authority. This is achieved through the following work instructions, policies and procedures (also listed in Appendix 1): Security Policy, Information Governance Policy link below.
· if personal data is accidentally lost, altered, or destroyed, it can be recovered to prevent any damage or distress to the individuals concerned. This is achieved through the following work instructions, policies and procedures (Appendix 1): Security Policy, Information Governance Policy link below:
http://intranet.lothian.scot.nhs.uk/Directory/eHealth/operationsandinfrastructure/InformationGovernance/Documents/Policies/Digital%20%20IT%20Security%20Policy.pdf
· Breaches of security leading to Accidental, Unlawful destruction, Loss, Alteration, Unauthorised disclosure of or access to NHS Lothian personal data transmitted, stored, or otherwise processed must be reported within 72 hours of the breach being identified in line with each partner organisations’ incident reporting procedures and GDPR regulations
· Significant data breaches involving personal information provided by partners under this ISP should be notified to the partner that originally provided the information.

· All signatories must have appropriate technical and organisational measures in place to ensure that any personal data shared between partners is handled and processed in accordance with the requirements of the Data Protection Act 2018, Privacy and Electronic Communication Regulations (PECR) as well as ePrivacy and EU GDPR when they become enforceable law.
 
	The security controls applicable by each organisation will be:

	
	Jointly agreed between the parties

	
	
	Independently decided by each party





[bookmark: _Toc447638845]International transfers of personal data

	Personal data shared in line with this agreement will be transferred to
	
	UK countries only

	
	
	Out with UK

	
	
	Will not be transferred outside the UK



[bookmark: _Toc447638847]
[bookmark: _Toc447638846]List of countries where the data will be transferred to (if applicable).
N/A
Reasons for transferring personal data outside the UK.
N/A
[bookmark: _Toc447638848]Exceptions

	
	Consent

	
	Contract performance or it is in the interest of the individual

	
	Substantial public interest

	
	Vital interests

	
	Public registers

	
	Legal proceedings or advice



[bookmark: _Toc447638849]Implementation of the data sharing agreement
[bookmark: _Toc447638850]Dates when information sharing commences/ends
· Will effect from XXXXXX.
· Review date of Agreement xxxxxx
· 
[bookmark: _Toc447638851]Training and communications
· All NHSL staff must complete mandatory safe information handling training via Learnpro training packages.

[bookmark: _Toc447638852]Information sharing instructions and security controls
[bookmark: _Toc447638853]Publication and transparency
· The data collected will not be published other than anonymised compliance reports.
· This agreement is available on request
· NHS Lothian’s Privacy statement can be found on the NHSL website
[bookmark: _Toc447638854]Non-routine information sharing and exceptional circumstances
· Consent from the data subject or from the relevant Health Board will be obtained in advance.
[bookmark: _Toc447638855]Monitoring, review and continuous improvement
· Annual data cleansing according to each Board’s local policies and procedures.
· DSA will be audited annually or when changes are made to the way data is being processed.
[bookmark: _Toc447638856]Sharing experience and continuous improvement
· This will be reviewed by NHS Lothian on an annual basis.

[bookmark: _Toc447638857]Sign-off and responsibilities
[bookmark: _Toc447638858]Name of accountable officer(s)

	Accountable Officer Name
	Post title
	Organisation

	
	
	

	
	
	

	
	
	



	Senior Information Risk Owner Name
	Post title
	Organisation

	
	
	

	
	
	


[bookmark: _Toc447638859]Lead practitioner

	Lead IG Practitioner Name
	Post title
	Organisation

	
	
	

	
	
	



12.3	Signatories

	Name of Parties to DSA
	NHS Lothian 

	Authorised signatories to DSA 
	Title /Name 
	

	
	Role
	

	Board HQ Address
	



	Signature
	

	Date
	




	Name of Parties to DSA
	

	Head Office address 
	Title /Name 
	

	
	Role
	

	Head Office address 
	

	Signature 
	

	Date
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